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Connectivity Breeding Security Issues
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Runtime Protection

• Bootstrap processor

• Only run verified s/w

• Protect critical credentials

• Runtime segregation and access with 
SEE (Secure Execution Environment)

• Hardware    
Countermeasures

• Software 
Countermeasures

Secure the Runtime



Identity Protection

Personalise the endpoint
- Cryptographically unique

Authenticate the entity
- Mutual authentication policy 

Central CA / 
in-house CA

MCD ID & Issuer ID
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Ensure Endpoint Identity
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Secure the Data

Data Protection

• Encrypt sensitive / personal 
data at point of capture

• Store sensitive / personal 
data encrypted
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Simple and Secure Provisioning



Push - Known Public Key

Push - Requested Public Key

Pull – Known Public Key 
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Enhance Provisioning Flexibility

Device Issuer (ROI) – Increase 
revenue from new services

Service Provider (Efficiency) –
Leverage third party assets



Support the Life Cycle
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Support the Life Cycle

Open Standard
• Device Issuance
• Application Loading
• Data updates
• Application Deleting Certificate Authority (Root of Trust)

Trust Anchor
Life Cycle

Robust ID

Activation Issuance Update

Delete

Encrypted Load Packet
For provisioning and updates



Maximise Cost Efficiency
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Maximise Cost Efficiency

PKI Efficiencies
• PKI ID allows minimal key management
• No secure channel needed for device update
• Less complex & more flexible device management 
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MULTOS IoT in Action
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Security and Flexibility designed in
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