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Connectivity Breeding Security Issues

Product recalls

(Connected vehicles)

. ity \a cce code powering
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' - E— One million Ion- )
; i i ; ices infected by
Increasing Security Concerns ko 4
. driven DDoS botnet
1/10 adeq uately secured '‘Millions' of Volkswagen cars can be
(IOActive) unlocked via hack

By Chris Baraniuk
Techno orter

52% lacking security focus
(Capgemini)

50% unable to address threats
(Gartner)
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Derived from the GSMA
Critical Recommendations
loT Security Guidelines
Endpoint Ecosystem

Version 1.0
08 February 2016

Unique Symmetric
Common Symmetric

Runtime Protection

Secure the Runtime

Runtime Protection

Bootstrap processor

Only run verified s/w

Protect critical credentials

Runtime segregation and access with
SEE (Secure Execution Environment)

R WY T

Hardware
Countermeasures
Software
Countermeasures
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App App
(Auth) (Enc)

Operating System

Core Functions

Hardware

Secure Processor
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Ensure Endpomt Identlty
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g Unidentified entity

Derived from the GSMA : Device duplication / confusiol
Critical Recommendations
loT Security Guidelines
Endpoint Ecosystem
Version 1.0

08 February 2016
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entral data corruption

* Genuine entity impact

Mutual Authentication
Endpoint
Personalisation

|dentity Protection

Personalise the endpoint
- Cryptographically unique Central CA /

Unique Symmetric in-house CA

Authenticate the entity

- Mutual authentication policy
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Technology

‘September 5 — Sep

How Hackers#f:
Used& Pacemaker

Tha $50 billion
yment system you
haven ‘theard of 30

Cataloging the
casualties of India's
startup boom 31

The cleanest—
and costliest—of
laboratory mice 32

Innovation:
Drone repeliant 33

‘Vulnerabilities to
Play the" Market:

> A cybersecunty startup made a deal with Muddy Waters for a drffereltkhd C
> “We were worried that they would sweepthls undertt thanu'

When hackers at cybenecumy startup
MedSec Holdings discovered secu-
rity vulnerabilities in St. Jude Medical
pacemakers and defibrillators, they
contacted Carson Block, who runs
investment firm Muddy Waters
Capital. MedSec and Block struck

an unprecedented partnership: The
hackers provided data showing the
devices, used by tens of thousands

of people, had life-threatening flaws;
and Block bet against St. Jude Medical
stock by selling it short, agreeing to pay
MedSec fees based on how much St.

of breaches were

'g-
by the end of the day St. Jude shares

| had fallen about 5 percent. Block

says St. Jude will likely have to recall
hundreds of thousands of vulnera-

ble bedside machines that communi-

cate with the pacemakers and dev

panie coapemte (nun) don ), (he}
fix the bugs and credll the resear«.h

tion in the gray market of mtelllgence
agencies and cyberweapons dealers,

where good attack code can fetch hun-

dreds of rhousands of dollars.
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ered useless.
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Existing Communication
Protocol Security

Encrypt sensitive / personal
data at point of capture

Store sensitive / personal
data encrypted

Additional Data Security
* Asymmetric (RSA / ECC)
* Symmetric (DES, 3DES, AES)

Stored Data
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Simple and Secure Provisioning

Primary Service / applications

Fitness
Data

OEM / Fitness
Device & Service

. Fitness
Provider

Wearable
Device
1

Dynamically added | =
application =

Generate revenue
Enhanced consumer
value

Cost effective NFC

deployment Payment
Secure

Payment
Application

Flexible Device Provisioning

ed / post- provisioned

cure channel / insecure channel

Online / offline
Via proxy device
Unreliable communications

Data processing for

Device Owner

Third Party

Device Owner

Load Unit

Encrypted
Data

Secure Packet

] Operating System

Core Functions
Pre-processed data
for target device — Hardware

loaded by the device Secure Processor

Security Foundation
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Enhance Provisioning Flexibility

Push - Known Public Key

-
-/z 1. Data prepared and encrypted |

usingthe device's stored unique
public key...

3. ...device receives the

unique data package, Service

decrypts and installs. Provider

2. encrypted data “package” ) loT Trust

sent to the target device..

Push - Requested Public Key

Smart Electric Meter

1. Device sends it's public key certificate ] ::::Iet .
2...datapreparedand {0 data preparation provider... : > Device Issuer (ROIl) — Increase

encrypted usingthe J— 4. __device receives the

device’s unique public - T d Service
que data package, X
- S Provider

revenue from new services

key__. - i
L" \ decrypts and installs. IoT Trust

t : LY I f—a Anchor
> i Wearable
- Device
3. _encrypted data “package” ks

sent to the target device

Pull — Known Public Key

1. Data prepared and )
encrypted usingthe stored 3. ..device “pulls” it's own
unique public key for that unique data package,
device

Service

Provider

decrypts and installs. 1oT Trust

b‘ * nchor
- a w ‘h‘* - - ' ’ Connected . . o
encrypted data “package” made ( Vehicle Service Provider (Efficiency) —

al.rallahlefcrrthe device to find..

_ Leverage third party assets
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Support the Life Cycle

aa
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Additional service entity

Encrypted Load Packet
For provisioning and updates

Trust Anchor

Open Standard Life Cycle

* Device Issuance

* Application Loading
 Data updates

* Application Deleting

Certificate Authority (Root of Trust)

Security Foundation



Maximise Cost Efficiency

.

Separate Co-processor

Derived from the GSMA
Critical Recommendations
loT Security Guidelines
Endpoint Ecosystem
Version 1.0

08 February 2016

Device Microcontroller

i
Separate SE with
” “ 1/0O
loT applets ' - /
(PKI / Symmetric nim

Auth & Enc) '
SE Trust Anchor

(PKI Provisioning, Secure

Unique Asymmetric ?? 5 Execution Environment)

Common Asymmetric f_— ! .
_ ?? ; ) | & ) | & || & M A _ g Integrated Microcontroller
’TW 3 3 r - 4
Unlque Symmetric _ [ [ _ _ Device Microcontroller

Microcontroller with nim

- . . : . loT applets — Silios
Common Symmetnc ? \ \1 (PKI / Symmetric Auth “ 1/0
| | & )| N | | J & Enc) T
4

PKI ID allows minimal key management (PKI Provisioning, Secure
PKI Efficiencies No secure channel needed for device update Execution Environment)
Less complex & more flexible device management

Runtime Protection
Mutual Authentication
Endpoint
Personalisation
Provisioning
Separation of Duties
Isolated Environments




MULTOS loT
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MULTOS Car Provisioning

MULTOS in a Smart Meter
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Demo components




Security and Flexibility designed in

pOIL

RS
Secure the Runtime
Ensure Endpoint Identity

Secure the Data

Simple & Secure Provisioning

s —

Enhance Provisioning Flexibility

Support the Life Cycle

Maximise Cost Efficiency E
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