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Networks are insecure; IoT is built around 
networks 

How to protect systems designed to share information? 

Agile and secure are impossible to achieve with a 
traditional network – a new approach to their 
network is needed that distributes network 

capability to wherever apps need them, independent 
of underlying infrastructure”  

(MIT Technology Review). 

Case Study – German Steel Mill 

• Human weakness – Attacker used sophisticated social engineering 
and spear-phishing tactics to gain initial access to office network  

• Deeper – Lateral movement to industrial control system 
• Attack – Industrial control components were compromised, which 

prevented the blast furnace from being shut down 
• Insider – Advanced technical capabilities demonstrate familiarity 

with IT, industrial control and production processes 
 

> Perimeters don’t work, we need zero-trust < 

https://www.technologyreview.com/s/608773/network-virtualization-the-bridge-to-digital-transformation/


A Tata Communications Business 

Invisible Network 
Endpoints 

4 4 Invisible Network Endpoints 
No inbound ports open, 
obfuscate IP address and 
SW firewall with exactly one 
rule: deny all inbound traffic 
(‘dark network’).  

2 App Level Microsegmentation 
Each app flow is logically isolated 
and independent in terms of 
initiation, permissions, access and 
path (AppWANs) 

3 3 
Least-Privilege-

Access 
Least-Privilege-

Access 
Each data flow is only 
given access to 
specific network 
segments, based on 
business, 
compliance, 
regulatory, security 
and audit policies 

5 Move Attack 
Surface 

Transfer nodes are 
inserted between source 
and destination Endpoints, 
moving the attack surface 
away from the enterprise 

6 

Data in Motion 
Protection  

Each session is split into 
multiple, individually encrypted 
(FIPS AES-GCM-256) 
ephemerally keyed data flows 

How do we enable zero-trust and beyond? 
Enabling layered, Secure-by-design approach for IoT 

1 Zero-Trust 
Packets do not trust the underlying network 
regardless if “internal” or “external”, zero visibility 
or data flow is permitted until explicitly 
authenticated (i.e. before connection, the 
opposite to internet) and our endpoints validate 
a crypto certificate to identify devices – which we 
can link to local integrity (e.g. hardware root of 
trust).  

Case Study – A global truck manufacturer 

• Company deploying next-gen connected truck with cloud 
connectivity 

• Their in-depth security analysis identified 7 threats – information 
disclosure (MITM), spoofing (truck, cloud, diagnostic device and GW 
impersonation), denial of service, and tampering (physical access) 

• Our solution solved these through (1) isolation of heterogenous 
environment, (2) reduced attack surface of OT and IT, (3) simple and 
scalable solution across tiers, technologies and lifecycles 

 
> We can solve the security implementation challenges < 



Zero-trust from silicon-to-cloud already 
demonstrated  

NetFoundry works with various customers and partners 

Security 

Zero trust and ‘invisible 
network’; authenticate before 
connect, micro-segmented, 
software defined perimeter, 

integrated with IAM 

Agility and 
Simplicity  

SW only, on-demand, 
consumption-based network 

agnostic connectivity across any 
cloud or device using web console, 

APIs, DevOps tools and 
automation  

Reliability 

The overlay fabric is built for 
enterprise-grade performance, 

resiliency, & reliability as well as 
throughput 

Zero-Trust solutions: 
1. IoTSWC – Demo with Micron, Microsoft, 

NXP, arm and Tata Comms 
2. Partners – Building solutions with 

Siemens, IMS Evolve, Dell, Integron, 
Klarrio, Atos, TCS, Micron, Microsoft, 
AWS and more 

Conclusions: 
• There is no silver bullet to security 
• Zero-trust within a layered, secure-by-

design approach can mitigate challenges 
• Ultimately this helps drive innovation as 

we remove challenges and blockers 
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